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Introduction 
HVRemote was developed by John Howard, Senior Program Manager in the Hyper-V team at Microsoft 

Corporation, November 2008. To contact me, follow the blog hyperlink above and use the email option. 

If you find a bug or want to suggest an improvement, please drop me an email or add a comment to the 

blog post announcing this tool. Of course, I’d love to hear from you if you find it useful. 

HVRemote was developed to avoid the manual steps required for remote configuration as I documented 

in March 2008 on my blog, in these five parts: 1, 2, 3, 4 and 5. The official Microsoft documentation is at 

http://technet.microsoft.com/en-us/library/cc794756.aspx, which, at the time of writing, covers the 

domain joined scenario only. 

Typically, without remote management configuration, you will get the error “You do not have the 

required permission to complete this task. Contact the administrator of the authorization policy for the 

computer ‘COMPUTERNAME’.”.  

Version Date Change History 

0.1 10th November 2008 First draft 

0.2 14th November 2008 Explaining additional capabilities added since 0.1 

0.3 19th November 2008 Clarifications, typo corrections and additional capabilities, largely 
based on feedback from lots of people. Thank you! 
 
Script changes: 

- Check for elevation if needed 
- Corrected error message if not elevated 
- Outputs currently logged on user 
- Checks for System Center Virtual Machine Manager 
- Outputs Machine access permissions (client) 
- Outputs Machine launch and activation perms (server) 
- Graceful error handling if firewall disabled or not running 
- Latest version check 

 

0.4 7th January 2009 More clarifications based on your feedback. Again, thank you! 
 
Script changes: 

- Checks for problem (eg disabled) accounts on server side 
- Displays a summary of warnings/errors at end  
- Fixed a bug where hvremote on its own had no output  
- Outputs IP Configuration (saves me keep asking) 
- Outputs list of stored credentials in cmdkey 
- Vista check for known unsupported SKUs 
- Vista check for KB952627 being installed 
- Fixed a problem a couple of users hit with ADs reference 
- Fixed silly capitalization mistake 
- Some really minor other fixes not worth enumerating. 

0.7 5th August 2009 (Note – No functional changes in 0.5 and 0.6) 
 
0.7 contains many changes, in particular full support of Windows 7 
as a client, and Windows Server 2008 R2 (and Microsoft Hyper-V 
Server 2008 R2) as a server, plus verification of the remote client 

http://blogs.technet.com/jhoward
http://blogs.technet.com/jhoward/archive/2008/03/28/part-1-hyper-v-remote-management-you-do-not-have-the-requested-permission-to-complete-this-task-contact-the-administrator-of-the-authorization-policy-for-the-computer-computername.aspx
http://blogs.technet.com/jhoward/archive/2008/03/28/part-2-hyper-v-remote-management-you-do-not-have-the-requested-permission-to-complete-this-task-contact-the-administrator-of-the-authorization-policy-for-the-computer-computername.aspx
http://blogs.technet.com/jhoward/archive/2008/03/30/part-3-hyper-v-remote-management-you-do-not-have-the-requested-permission-to-complete-this-task-contact-the-administrator-of-the-authorization-policy-for-the-computer-computername.aspx
http://blogs.technet.com/jhoward/archive/2008/04/01/part-4-domain-joined-environment-hyper-v-remote-management-you-do-not-have-the-requested-permission-to-complete-this-task-contact-the-administrator-of-the-authorization-policy-for-the-computer-computername.aspx
http://blogs.technet.com/jhoward/archive/2008/04/04/part-5-domain-client-to-workgroup-server-hyper-v-remote-management-you-do-not-have-the-requested-permission-to-complete-this-task-contact-the-administrator-of-the-authorization-policy-for-the-computer-computername.aspx
http://technet.microsoft.com/en-us/library/cc794756.aspx
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or server for common configuration issues. 
 
Script changes: 

- Outputs build number during /show 
- Detect Windows 7/Server 2008 R2 pre-release builds 
- Warns if v1 client targeting an R2 server 
- Looks for Windows Vista SP2 hotfix 
- Can turn client tracing on/off, plus query current status 
- Test mode, server side 

o Ping and DNS check 
- Test mode, client side 

o Ping and DNS check 
o Connect attempt cimv2 and virtualization 

namespaces 
o Instance Creation Event check 

- Changes when client and server are in the same domain 
- Checks for RSAT installation and windows feature 

enablement on Windows 7 client 
- Better warnings about when anonymous DCOM is required 
- Timeout mechanism introduced 
- Modified netsh commands for Windows 7/R2 
- A few other minor alterations and code cleanup 

1.06 28th March 2013 Script changes: 
- Checks for the use of local groups in a domain joined 

server configuration, as these do not work 
- Detect if using an IPv4 address on /target option 
- Dumps the product SKU for diagnosability 
- Added some more common reasons why async callback 

fails on client tests 
- New option /DA:enable|disable to make inbound client 

firewall rules compatible with Direct Access 
- Showing client firewall rules indicates if not DA compatible 
- Output draining in cmdkey, and consolidated with ipconfig 
- Added IPv6 pings 
- Added IPv4 and IPv6 tracerts to see what routers may be 

blocking traffic in case need to diagnose 
- Fixed typo where incorrectly said use /anondcom:enable 

rather than :grant 
- Support for 2008 R2 SP1  
- Refactoring for multiple operating system support 
- Now works on Windows 7 Professional (No-one noticed 

this before!) 
- Support for Windows 8 and Windows Server 2012 using 

simple authorization (local/domain accounts) Better 
testing all round, especially client side, plus querying of 
remote machine 

- - Removed the redundant MMC and WMI firewalll 
configuration 

- - Detect SCVMM 2012 
- - Added the /explicit option for force downlevel behaviour 
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on 8/2012 
- - Refactored lots of functionality to remove a lot of 

redundant code 
- - Checking of DA compatibility (but not perfect for Win7) 
- - Fixes Client Hyper-V setup (8) where ACLs missing to 

permit remote management 
- - Fixes Server Hyper-V setup (2012) ACL for CIMv2 

namespace 
- - Made it much easier if I need to add Windows 8 "next" 

support in the future. 
- - Many, many other smaller changes, typos, better 

formatting and so on. Windiff is very colourful :) 

1.07 May 2013 - Support for Windows 8.1 and Windows Server 2012 R2 
(experimental) 

- Deprecation of virtualization namespace and azman 
operations for above OS's 

- Fixed bug where connecting to the wrong server 
namespace 

- Fixed bug during test phase looking at local OS, not the 
remote OS. Thanks Chris D for reporting. 

- Checks for non-FQDN in /add and /remove in the domain 
case. Thanks Christophe P for reporting. 

- Finally brought the server validation to client up to scratch. 
- Bit of rework on the client validation to server. 

1.08 September 2013 - Support for Windows 8.1 and Windows Server 2012 R2 
RTM 

License 
HVRemote and this document are licensed as described at 

http://code.msdn.microsoft.com/HVRemote/Project/License.aspx. 

HVRemote and the associated documentation are provided “as-is”. You bear the risk of using it. No 

express warranties, guarantees or conditions are provided. It is not supported or endorsed by Microsoft 

Corporation and should be used at your own risk.  

 

 Note 

If your server is being managed by System Center Virtual Machine Manager 2008, you should not 

use this script. As of version 0.3 of the script, a check is made by the script. 

  

http://code.msdn.microsoft.com/HVRemote/Project/License.aspx
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Quick start  

 
1. Add a user rights to remotely access Hyper-V. 

 

On the server, from an elevated command prompt, run: 

 

cscript hvremote.wsf /add:domain\user    (if machine is in a domain)  or 

cscript hvremote.wsf /add:user   (if machine is in a workgroup) 

 

 

2. Allow anonymous DCOM access on the client if the client and server are both in workgroups, or 

the client and server are in untrusted domains (this is not needed for trusted domains or the 

same domain).  

 

On the client, from an elevated command prompt, run: 

 

cscript hvremote.wsf /anondcom:grant 

 

3. Reboot server and client if this is the first time some reconfiguration has been done. (This 

should not be necessary for Windows 8/Windows Server 2012 and later). 

 

4. Display current configuration and verify common configuration problems 

 

On the client, from an elevated command prompt, run: 

 

cscript hvremote.wsf /show /target:servercomputername 

 

On the server, from an elevated command prompt, run: 

 

cscript hvremote.wsf /show /target:clientcomputername 
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About 
HVRemote can configure both server and client remote management settings for Hyper-V.  It is written 

in VBScript as this is a common scripting platform available on all SKUs where this script can run. 

 

 Server support 

 Windows Server 2008 with the Hyper-V role enabled (core and full installations), SP1 & SP2 

 Microsoft Hyper-V Server 2008 SP1 & SP2 

 Windows Server 2008 R2 with the Hyper-V role enabled (core and full installations) 

 Microsoft Hyper-V Server 2008 R2 

 Windows Server 2012 with the Hyper-V role enabled 

 Microsoft Hyper-V Server 2012 

 Windows 8 Client Hyper-V (Pro and Enterprise SKUs) 

 Windows Server 2012 R2 with the Hyper-V role enabled 

 Microsoft Hyper-V Server 2012 R2 

 Windows 8.1 Client Hyper-V (Pro and Enterprise SKUs) 

Client support 

 Windows Server 2008 x86 Full installations 

 Windows Server 2008 x64 Full installations (both with and without the Hyper-V role enabled) 

 Windows Vista SP1 Business, Enterprise and Ultimate SKUs 

 Windows 7 Professional, Enterprise and Ultimate SKUs 

 Windows 8 Pro and Enterprise SKUs 

 Windows 8.1 Pro and Enterprise SKUs 

Note that not all SKUs support Hyper-V or the Hyper-V Remote Management tools. In particular, 

server SKUs “without Hyper-V” and web edition cannot run Hyper-V or the Hyper-V remote 

management tools. 

The script is designed to be locale neutral, meaning that it will configure any language operating system 

instance. However, all text output is English only. 

The script is designed to cover configuration of all combinations of workgroup and domain joined server 

and client. (Note that if client and server are in untrusted domains, from a configuration perspective, it 

is the same as workgroup to workgroup) 

Installation & Removal 
Copy HVRemote.wsf  to a location on the target machine. It is recommended to create a new sub-

directly such as C:\HVRemote in which to store the script. There is no install program, and HVRemote 

does not appear listed as an installed program. To remove HVRemote, delete HVRemote.wsf. 
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Hyper-V versions and updates 
The Hyper-V role on the “Shiny Media” of Windows Server 2008 is beta code. Hyper-V RTM was released 

in June 2008 and is available for free download on both Windows Update and the Microsoft Download 

Centre. Note that remote management is not fully functional in Hyper-V Beta. Hence, you must install 

the Hyper-V RTM update, KB950050. For upgrade considerations from pre-release versions (Beta, RC0 

and RC1) to RTM, see KB949222. Note that KB950050 is not required if you are using Windows Server 

2008 SP2 or Windows Server 2008 R2 as these contains RTM versions of Hyper-V (including hotfixes 

where appropriate). 

Note - The remote management components, Hyper-V Manager and Virtual Machine Connection on the 

shiny media of Windows Server 2008 are also beta components and must be updated, even if the Hyper-

V role is not enabled, or the SKU is not capable of running the Hyper-V role. 

No update is required for Microsoft Hyper-V Server 2008, Microsoft Hyper-V Server 2008 R2 or Windows 

Server 2008 R2 as all these contain “RTM” versions of Hyper-V. 

The remote management components for Vista SP1 and SP2 are not present in-box and can be installed 

by downloading and installing KB952627. Once installed, Hyper-V Manager will be present under Control 

Panel, Administrative Tools.  

The remote management components for Windows 7 are not present in-box and can be installed by 

downloading and installing RSAT (Remote Server Administration Tools), followed by enabling the Hyper-

V tools Windows feature. Once installed and enabled, Hyper-V Manager will be present under Control 

Panel, Administrative Tools. 

The remote management components for Windows Server 2008 and Windows Server 2008 R2 can be 

installed without the Hyper-V role. If the Hyper-V role is enabled (non server core installations), the 

Hyper-V management tools are automatically installed. To install the management tools without the 

Hyper-V server role, run “ocsetup Microsoft-Hyper-V-Management-Clients”. Alternatively, they are 

available for installation under Remote System Administration Tools (RSAT) in Server Manager. 

The remote management components for Windows 8 and 8.1 are present in-box for Pro and Enterprise 

SKUs. They can be enabled through “Turn Windows Features on or off” on the start menu under 

Settings. You should enable “Hyper-V Management Tools” under the Hyper-V node. It is not necessary 

to enable the Hyper-V Platform. 

  

http://blogs.technet.com/jhoward/archive/2008/06/26/hyper-v-rtm-announcement-available-today-from-the-microsoft-download-centre.aspx
http://support.microsoft.com/kb/950050
http://support.microsoft.com/kb/949222
http://www.microsoft.com/servers/hyper-v-server/default.mspx
http://support.microsoft.com/kb/952627
http://www.microsoft.com/downloads/details.aspx?FamilyID=7d2f6ad7-656b-4313-a005-4e344e43997d
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Hyper-V Remote Management Configuration Steps 
Server side configuration (i.e. the machine running the Hyper-V role) consists of the following steps: 

1) WMI Security permissions to the root\cimv2 namespace 

2) WMI Security permissions to the root\virtualization namespace * 

3) WMI Security permissions to the root\virtualization\v2 namespace ** 

4) Permission to the Authorisation policy store * 

5) Windows Firewall configuration for Hyper-V rules 

6) Distributed COM remote access permission 

7) (Optional) Windows Firewall configuration for WMI administration rules 

8) (Optional) Disable IPSec policy if connection from management clients would be blocked 

9) (Optional) Membership of the Hyper-V Administrators group *** 

*   These are deprecated as of Windows Server 2012 R2/Windows 8.1 

**   For Windows Server 2012/Windows 8 and later operating systems 

***  Introduced in Windows Server 2012/Windows 8. /explicit can also be used if desired. 

Client side configuration (i.e. the machine running Hyper-V Manager and Virtual Machine Connection) 

consists of the following steps: 

1) Windows Firewall configuration for Hyper-V Remote Management Client rules 

2) (In some scenarios:) ANONYMOUS LOGON remote DCOM access (1) 

3) (In some scenarios:) cmdkey for  credentials. (2) 

4) Windows firewall exceptions for management tools 

 

  

                                                           
1 See section “Change ANONYMOUS LOGON remote access to Distributed COM setting” for a description of when 
this is needed 
2 This is needed if the client is in a domain but the server is in a workgroup. Note that hvremote does NOT have a 
capability to set this and it must be done manually from an UNELEVATED command line. See part 5 of the blog 
post series, or run hvremote /show from a domain joined client machine for more information. The syntax is 
“cmdkey /add:ServerComputerName /user:ServerComputerName\UserName /pass” 
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Server Usage 
 

Note:  “/mode:server” can be omitted if the Hyper-V role is detected as HVRemote will assume you are 

performing a server operation.  The script must be run from an elevated command prompt for all server 

operations. 

 

The basic server operations are to show the current settings, or to add or remove users or groups from 

Hyper-V remote access.  

To show the current settings:   hvremote [/mode:server] /show  

To show the current settings and          hvremote [/mode:server] /show    
verify client connectivity:                            /target:ClientComputerName 

 

To grant a user access:     hvremote [/mode:server] /add:domain\user 

To remove a user access:   hvremote [/mode:server] /remove:domain\user 

 

If the server is in a workgroup, you can use the alternate syntax for add and remove: 

To grant a user access:     hvremote [/mode:server] /add:user 

To remove a user access:   hvremote [/mode:server] /remove:user 

 

Elevation requirements 
All server operations must be run from an elevated command prompt. If you are running as a non-admin 

or from a “standard” command prompt, you will get the following message: 

 

 

Displaying the current server settings 
 

hvremote [/mode:server] /show [/target:clientcomputername] 

 

In /show mode, several sections of output are displayed. It may help to pipe the output to a text file and 

use notepad or another editor to examine the output.  

 Tip 

It is recommended that you use /show and save the output before any changes are made. 
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 Server verification.   

Basic verification is that the server is running Hyper-V (by detecting the VMMS service) and that it is not 

running pre-release software. (Example below if from a Windows Server 2008 R2 RTM build) 

 

WMI Security 

This section is displayed once for the root\cimv2 namespace, and once for the root\virtualization 

namespace. If the server is either Windows 8 with the Hyper-V Platform enabled, or Windows Server 

2012, in addition, the root\virtualization\v2 namespace is displayed.  

The example below is for the root\cimv2 namespace after a local account ‘SERVER\John’ has been 

granted access through HVRemote. 

 

Each entry shows an ACE (Access Control Entry) for a user or group. To determine if a user has the 

minimum required access to the namespace for Hyper-V remote management, you are looking for the 

settings Allow, EnabAct, RemEnab and InheritAce. Note that HVRemote will automatically set 

NoPropInhertAce and ValidInheritFlags as in the example below. 

 



Hyper-V Remote Management Configuration Script (HVRemote) Version 1.08 Page 13 
John Howard, Hyper-V Team, Microsoft Corporation  September 2013 

Authorization Manager Policy Store 

 

Hyper-V includes an authorization store which, but default contains a single role assignment 

‘Administrator’ which has access to all operations. HVRemote manipulates this role assignment when 

adding or removing users by default.  

The screenshot above is from a Windows Server 2008 R2 installation. If using Windows Server 2008, you 

will see 33 operations instead (no operation 355 – Allow Virtual Machine Snapshot). 
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Distributed COM Users 

 

 

 

Each user who needs remote access must be a member of the Distributed COM Users, or granted 

explicit permission. HVRemote manipulates the Distributed COM Users group rather than granting 

explicit permission on a per-user or per-group basis. Note that during this check, each user account is 

verified to ensure it is not locked out or disabled. 

COM Security for Launch and Activation Permissions 

 

 

This section should be read in conjunction with the Distributed COM Users section above. Even if a user 

is not a member of Distributed COM Users, other groups such as “Performance Log Users” and 

“Administrators” have RemoteLaunch permissions in a default configuration. (This section is mostly for 

diagnosis information and to help me investigate when you report problems ) 
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Firewall Settings (Hyper-V server rules) 

 

If the Windows Firewall service has been stopped, or the firewall has been disabled, you will get an error 

near the top of the output similar to the following, and the firewall settings themselves will be skipped. 

Windows Server 2008 message: 

 

Windows Server 2008 R2 message: 

 

Windows Server 2008 output 

 

Windows Server 2008 R2 and Windows Server 2012 output 

 

There are a set of seven Windows Firewall rules (eight for Windows Server 2008 R2/Windows Server 

2012) required for remote management connectivity. If you are running a third party firewall on the 

server, you must ensure the appropriate matching rules are configured. 
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IP Configuration 

 

This section is simply the output of ipconfig /all. The reason I include this is because it’s one of those 

things I always ask for when diagnosing issues. 

 

 

Latest version verification 

 

As of version 0.3, HVRemote has a built in capability to determine if there is a later version of HVRemote 

available.  You must have Internet connectivity for this check to be made. You can use the 

/noversioncheck option to turn off latest version verification. If you have an out-of-date version, a 

message will be displayed. 
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Warnings and Errors summary 

 

This section has been introduced as it has been noticed that it’s hard to spot warnings and errors in a 

relatively verbose output.  
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Verification tester 

 

One of the big areas of focus and update to HVRemote version 0.7 is the ability to verify connectivity 

between the server and client (and visa versa). This was significantly improved in release 1.06 and 

revised in 1.07. 

Server-side, it concentrates on network diagnosis. If you do not supply the /target:clientcomputername 

option to /show, the follow message is displayed: 

 

Test 1 

This attempts a DNS lookup of the client computer. Below is an example where there is a DNS 

environment present, the client computer name being ‘w7client’. 

Note that you can expect this test to fail if you do not have a DNS infrastructure, but you will need to 

edit the hosts file to enter the correct IP address of the client computer. 
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Test 2 

This attempts an IPv4 ping to the client computer. It is not important whether the ping fails or succeeds 

(it could be blocked by the Windows Firewall). What is important is verifying that the IP address matches 

the IP address of the client machine 
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Test 3 

This is the same as test 2, but using IPv6 

Test 4 

This attempts an IPv4 traceroute to the client computer. This is more for my own diagnostics than 

anything else, as I can see pretty quickly if you email me and you are attempting to expose and manager 

your server directly on the Internet, for example. (Which won’t work, by the way….) 

 

Test 5 

This is the same as test 4, but using IPv6 

 

 

 

  



Hyper-V Remote Management Configuration Script (HVRemote) Version 1.08 Page 21 
John Howard, Hyper-V Team, Microsoft Corporation  September 2013 

Granting a user permission to remotely manage Hyper-V 
 

hvremote [/mode:server] /add:domain\user  (Domain or workgroup) 

hvremote [/mode:server] /add:user    (Workgroup only)  

 

Note that instead of user, a group name can be specified (both Local and Domain based groups). If the 

group name contains spaces, use double-quotes around the parameter such as: 

hvremote /mode:server /add:”domain\group name with spaces” 

 

In /add mode, several sections of output are displayed. Note that if a user already has permission to an 

item, a warning message will be output, but the script will continue to configure the other settings. 

 

If you are running this command on Windows Server 2012 (or Windows 8 with the Hyper-V role 

enabled) or later operating systems, HVRemote uses the simple authorization feature introduced to 

Hyper-V, which essentially defines a group which has permission for Hyper-V administrative actions. 

Instead of updating WMI namespace permissions, Distributed COM Users and AZMan, HVRemote will 

add the user to the Hyper-V Administrators group. Note that this can be over-ridden using an additional 

parameter whereby the individual permissions are added instead: hvremote [/mode:server] 

/add:domain\user |/add:user /explicit 
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Note 

You may need to reboot the server if this is the first time a user has been added, especially in the 

case where connections have already been attempted by a client. After client configuration, if the 

client cannot connect, it is strongly recommended that you reboot both the server AND the client as 

the first step in troubleshooting to release all pre-existing connections. 

Removing user permissions for remotely manage Hyper-V 
 

hvremote [/mode:server] /remove:domain\user  (Domain or workgroup) 

hvremote [/mode:server] /remove:user    (Workgroup only)  

 

 

Note that instead of user, a group name can be specified (both Local and Domain based groups). If the 

group name contains spaces, use double-quotes around the parameter such as: 

hvremote [/mode:server] /remove:”domain\group name with spaces” 

In /remove mode, several sections of output are displayed. Note that if a user does not previously have 

permission to an item, a warning message will be output, but the script will continue to configure the 

other settings. 

 

If you are running this command on Windows Server 2012 (or Windows 8 with the Hyper-V role 

enabled) or later operating systems, HVRemote uses the simple authorization feature introduced to 

Hyper-V, which essentially defines a group which has permission for Hyper-V administrative actions. 

Instead of updating WMI namespace permissions, Distributed COM Users and AZMan, HVRemote will 

remove the user from the Hyper-V Administrators group. Note that this can be over-ridden using an 

additional parameter whereby the individual permissions are removed instead: hvremote 

[/mode:server] /remove:domain\user |/remove:user /explicit.  

 

 Tip 

One scenario where I can see this being particularly useful is in the case of in-place upgrade from 

Windows Server 2008 R2 to Windows Server 2012. If explicit permissions were previous granted, 

they would remain in place after upgrade. However “remove” would attempt to remove the user 

from the Hyper-V Administrators group, not explicitly. Hence the user might still have permission. 
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Advanced parameters  
 

hvremote /mode:server Operation [Options] 

 

HVRemote supports a number of advanced operations and options. Generally, the options are to limit 

what settings are changed when adding and removing users, or showing the current settings. You should 

be very careful using these options, and only do-so if you know exactly what you are doing, and to what 

end. 

By default, items 1 through 5 from Referring to the numbering in the “Hyper-V Remote Management 

Configuration Steps” above, Items 1 through 5 are set by HVRemote. Item 6 is not set unless explicit 

requested as a separate operation. 

Do not update the cimv2 namespace  /ns:virtualization   (1) 

Do not update the virtualization namespace /ns:cimv2     (2) 

Do not update either namespace  /ns:none     (1) and (2) 

Do not update the authorization store  /NoAZMan     (3) 

Alternate Role Assignment in AZMan         /RoleAssign:<assignment>  (3) 

Do not update Windows Firewall for Hyper-V /FirewallHyperVMgmt:None  (4) 

Disable the Windows Firewall for Hyper-V /FirewallHyperVMgmt:Disable  (4) 

Do not add user to Distributed COM Users /NoDCOM     (5) 

Example (Windows Server 2008 R2 and earlier only): 

Hvremote /mode:server /add:domain\user /ns:cimv2 

 - Grants remote access to domain\user except in the virtualization namespace 

 - Does add user to security permissions to the root\cimv2 namespace (1) 

 - Does not user to security permissions to the root\virtualization namespace (2) 

 - Does add user administrator access to AZMan (3) 

 - Does open Windows Firewall for Hyper-V rule group (4) 

 - Does add user to the Distributed COM Users Group (6) 

This will NOT be a total Hyper-V remote management configuration as the user will not be 

granted security permissions to the root\virtualization namespace. 

 Tip 

The above example will NOT work on Windows 8 Client Hyper-V or Windows Server 2012 with 

the Hyper-V role installed. This is due to needing the /explicit parameter.   
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Additional parameters introduced in HVRemote 1.06 

Use down-level semantics on /add: & /remove: /explicit (Requires Windows 8/2012) 
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Client Usage 
 

Note:  “/mode:client” can be omitted if the Hyper-V role is note detected as HVRemote will assume you 

are performing a client operation. To perform any changes to client configuration, the script must be run 

from an elevated command prompt. Administrators can use the /show option from a non-elevated 

command prompt. 

 

Elevation requirements 
All client operations except /show must be run from an elevated command prompt. If you are running as 

a non-admin or from a “standard” command prompt, you will get the following message if elevation is 

required: 

 

Display the current settings 
hvremote [/mode:client] /show [/target:ServerComputerName]  

 

In /show mode, several sections of output are displayed. It may help to pipe the output to a text file and 

use notepad or another editor to examine the output.  It is strongly recommended you use the /target 

option for configuration verification. 

 Tip 

It is recommended that you use /show and save the output before any changes are made. 

Basic information.   

Basic information shows the computer name, the domain membership and the mode if it was 

determined that the machine is not running the Hyper-V role and client mode has been assumed. At this 

stage, for Windows Vista, KB952627 is verified as is the SKU of Windows Vista being used (not all SKUs 

support remote management). For Windows 7, it is verified that RSAT (Remote Server Administrator 

Tools) are installed, and that the Hyper-V Tools feature has been enabled. 
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COM Security for Access Permissions 

 

 

This section should be read in conjunction with the ANONYMOUS LOGON remote access to Distributed 

COM section below. (This section is almost entirely for diagnosis information and to help me investigate 

when you report problems ) 

ANONYMOUS LOGON remote access to Distributed COM   

This section shows the current setting for ANONYMOUS LOGON. Different messages will be displayed 

depending on whether the client is domain or workgroup joined, and whether the setting is enabled or 

disabled. 

If the client is workgroup joined and anonymous logon has access: 

 

If the client is workgroup joined and anonymous logon does not have access: 
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If the client is domain joined and anonymous logon has access 

 

If the client is domain joined and anonymous logon does not have access: 
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Firewall settings for Hyper-V Management Clients  

 

If the Windows Firewall service has been stopped, or the firewall has been disabled, you will get an error 

near the top of the output, and the firewall settings themselves will be skipped. 

For Windows Server 2008: 

 

For Windows Server 2008 R2 and later: 

 

There are four rules (all in one rule group) which must be enabled for remote management to operate 
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IP Configuration 

 

This section is simply the output of ipconfig /all. The reason I include this is because it’s one of those 

things I always ask for when diagnosing issues. 

 

Stored Credential summary 

 

This section is simply the output of cmdkey /list. The reason I include this is because it’s one of those 

things I always ask for when diagnosing issues. 

 

 



Hyper-V Remote Management Configuration Script (HVRemote) Version 1.08 Page 30 
John Howard, Hyper-V Team, Microsoft Corporation  September 2013 

Warnings and Errors summary 

 

This section has been introduced as it has been noticed that it’s hard to spot warnings and errors in a 

relatively verbose output.  

 

 

Change ANONYMOUS LOGON remote access to Distributed COM setting 

hvremote [/mode:client] /AnonDCOM:grant 

hvremote [/mode:client /AnonDCOM:revoke 

 

Note that granting ANONYMOUS LOGON remote access to Distributed DCOM lowers the security 

settings of the client machine. It should only be enabled if necessary. In particular, it is NOT required 

when both the server and client are domain joined, and they are either in the same or trusted domains. 

This setting will be needed in untrusted domains, or workgroup environments. The reason is that Hyper-

V Manager gets asynchronous callbacks from the server for certain WMI events. In those configurations, 

the server does not have authentication credentials to contact the client.  

Change Windows Firewall settings for Hyper-V Management Clients 
 

If the Windows Firewall service has been stopped, or the firewall has been disabled, you will get an error 

near the top of the output similar to the following, and this function will not be available. 

 

hvremote [/mode:client] /FirewallHyperVClient:Enable 

hvremote [/mode:client] /FirewallHyperVClient:Disable 

These four firewall rules must be enabled for remote management to operate correctly. 
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 Note 

After client configuration, you may need to reboot the client if it has been reconfigured and you had 

pre-existing connection attempts to the server.  After client configuration, if the client cannot 

connect, it is strongly recommended that you reboot both the client AND the server as the first step 

in troubleshooting to release all pre-existing connections.  

Verification tester 

 

One of the big areas of focus and update to HVRemote version 0.7 is the ability to verify connectivity 

between the server and client (and visa versa). Client-side, it concentrates on remote server 

identification, verification of DNS and name resolution, plus connectivity tests to WMI namespaces. If 

you do not supply the /target:servercomputername option to /show, the follow message is displayed: 

 

 

Note that the actual tests which get run depend on the actual configuration and results of previous 

tests. Hence the numbering below may not directly correlate to the output you see. 

Test 1 (Optional) 

This test enumerates the network connections which have IP addresses on the remote server using 

WMI. It is useful to compare against the IP addresses in later tests to see if there are potential DNS 

issues. Note that if the user does not have permission to the server, this test will not output anything. 
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Test 2 (Optional) 

This test gets general information about the remote server using WMI. Note that if the user does not 

have permission to the server, this test will not output anything. 

 

 

Test 3 

This test uses WMI to ping and resolve the name of the remote server. Note that if the protocol address 

resolved is not a name, it merely indicates additional tests will be performed, not that there is a sign of 

an issue. 

 

 

Test 4 (Optional) 

This attempts an IPv4 ping to the server computer. It is not important whether the ping fails or succeeds 

(it could be blocked by the Windows Firewall). What is important is verifying that the IP address 

(highlighted) matches the IP address of the server machine.  
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Test 5 (Optional) 

This is the same as test 4, but using IPv6. 

Test 6 

This verifies that a connection can be established to the root\cimv2 namespace on the server. If it fails, 

as in the following example, it provides information on how to correct this problem. This test must 

succeed for Hyper-V Manager to be able to connect to the server. 
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Test 7 

This verifies that a connection can be established to the root\virtualization namespace on the server. If 

it fails, as in the following example, it provides information on how to correct this problem. This test 

must succeed for Hyper-V Manager to be able to connect to the server. 

 

 

Test 8 (If target is Windows 8 or Windows Server 2012) 

This verifies that a connection can be established to the root\virtualization\v2 namespace on the server. 

If it fails, as in the following example, it provides information on how to correct this problem. This test 

must succeed for Hyper-V Manager to be able to connect to the server. 

 

Test 9 

This performs a simple WMI query against the root\cimv2 namespace. (Note that I have not yet come 

across an instance where this test fails if the test to connect to the namespace succeeds). 

 

 Test 10 

This performs a simple WMI query against the root\virtualization namespace. (Note that I have not yet 

come across an instance where this test fails if the test to connect to the namespace succeeds). The 

output reports the number of computer systems found. You should always see at least 1 referring to the 

parent partition.  

 

Test 12 (If target is Windows 8 or Windows Server 2012) 
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This performs a simple WMI query against the root\virtualization\v2 namespace. (Note that I have not 

yet come across an instance where this test fails if the test to connect to the namespace succeeds). The 

output reports the number of computer systems found. You should always see at least 1 referring to the 

parent partition.  

 

Test 13 

This is the most critical of all the tests to succeed. It attempts to perform an asynchronous event 

notification query to the server, and has numerous reasons why it may fail. 

If the client machine is workgroup joined, and anonymous logon does not have remote access: 

 

Alternately: 

 

In addition, if the client computer is domain joined, you will get this further advice. 
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Test 14 (If server is Windows 8 Client Hyper-V or Windows Server 2012) 

This repeats the above test but to the root\virtualization\v2 namespace 

Use over Direct Access 
Version 1.06 introduces the ability on the client to set firewall rules in a mode to enable Hyper-V 

Manager to connect to a computer available via Direct Access technology. The syntax is hvremote 

/da:enable or hvremote /da:disable. 

 

 

 

 

 

Tracing 
 

Version 0.7 of HVRemote introduces the ability to turn client tracing on or off. You should only turn 

tracing on as a diagnostic tool. If tracing is left on, HVRemote will give a warning to indicate this: 

 

To change the tracing setting: 
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hvremote [/mode:client] /trace:on 

hvremote [/mode:client] /trace:off 

When you turn tracing on, HVRemote provides information about where the log files are located. Note 

that changes to the tracing setting only take effect the next time the Hyper-V Management tools are 

started. 
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Additional Options 
 

/debug 

HVRemote supports a /debug option which is especially useful to me if you are reporting a bug or issue 

(please use the /verbose option and attach all output). It can be combined with any client or server 

operation. 

/debug:standard 

/debug:verbose 

/noversioncheck 

As of version 0.3 of HVRemote, HVRemote checks to see if you are running the latest version. If you are 

on a network which has no Internet connectivity, or you do not wish to perform this option, add the 

following option to the command line. It can be combined with any client or server operation. 

/noversioncheck 
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Troubleshooting 
This is a quick summary of the most common issues that have been reported is remote management 

does not appear to work after running HVRemote. 

 

1. “Access Denied” when running HVRemote. This is a Windows security mechanism. On the 

machine where you downloaded HVRemote, in Windows Explorer, right-click on the file and 

select properties. On the general tab at the bottom of the page, there will be a message saying 

“Security: This file came from another computer and might be blocked to help protect this 

computer”. To the right of that is an Unblock button. You need to click that to allow HVRemote 

to work. To the best of my knowledge, you hit this when using Firefox to download HVRemote, 

but not when using Internet Explorer. 

 

 
 

 

 

2. DNS. This is the number one reason why remote management fails. It is vitally important that 

the client can locate the server by name, and that the server can locate the client by name. Try 

doing an “nsLookup <othermachinename>” on each machine or “ping <othermachinename> -

4”. It should return the IP Address of the other machine as seen when running “ipconfig”. If it 

doesn’t find the correct IP address, or doesn’t find the other machine at all, fix DNS, or consider 

editing /windows/system32/drivers/etc/hosts to hard-code an entry for the other machine as 

needed. But if editing the hosts file, be wary of possible changes should you also be using DHCP 

in your environment. 

 

3. Depending on whether pre-existing connections are open before configuration was made, it 

may be that you need to reboot both the server and client. Always try this, especially after the 

first time you run the /add: command on the server or re-configure the client settings. 

 

4. Client does not receive event notifications. For example, at the end of the new virtual machine 

wizard, the new VM is not listed unless you hit refresh in Hyper-V Manager. This is usually 

because you haven’t turned on hvremote /mode:client /AnonDCOM:grant on the 

client. Note the security implications above, and whether the domain/workgroup scenario you 

are in requires this configuration. Note also that if the server is Windows Server 2008 and is 

domain joined, and the client is workgroup, you will see this regardless of the client setting. This 

is a bug we are working on resolving in Windows Server 2008 R2, and possibly in SP2. 

 

5. If you are trying to connect to a workgroup server from a client machine which has IPSec policy 

applied, you cannot connect to the server. It could be IPSec policy on the client blocking inbound 

connections (the server calls back to the client). Try “net stop bfe” on the client from an 
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elevated command prompt. Work with your network administrator to determine if there are 

exception IP address ranges, and what the implications of stopping this service are. 

 

6. Remote management works on a wired connection, but not over a VPN. See 1 above and 

http://blogs.technet.com/jhoward/archive/2008/08/07/hyper-v-why-does-hyper-v-manager-

not-always-work-over-vpn-connection-access-denied-or-rpc-server-unavailable-errors.aspx 

 

7. Remote connectivity works, but at the end of the new virtual machine wizard, or when using the 

new virtual hard disk wizard, you get a failure about permission denied “The system failed to 

create <path>.vhd with error ‘General access denied error.  (0x80070005)”. If you are a standard 

user, not an administrator on the server, you will not have permissions to create VHDs in all 

directories. You should logon to the server as an administrator and create an appropriate 

directory for the user to create VHDs in. 

 

8. Domain client to workgroup server: You must run the cmdkey operation to specify credentials as 

an additional step. See earlier in this document for more information. 

 

9. Other firewall software is installed on either the client or the server, or a firewall is present 

between the client and the server. If you have followed all other troubleshooting steps, try 

disabling software firewalls to determine if that is the cause.  

 

Future Enhancements 
While relatively stable and in maintenance mode rather than active development, HVRemote remains  a 

work in progress, now on the 11th public release.  It performs most of the major needs for Hyper-V 

remote management configuration though  

This section is a summary of things which I believe could be useful, are already in the pipeline for a 

future version, or are areas where there is still work for improvement: 

- Detection of IPSec policy enforced. This is as inbound connections may be blocked if the client 

and server are not in the same domain. 

- Have a backup and restore function 

- When adding an ACE to a DACL, no check is made for a Deny ACE in place 

- Read-only mode for VMM users 

 

http://blogs.technet.com/jhoward/archive/2008/08/07/hyper-v-why-does-hyper-v-manager-not-always-work-over-vpn-connection-access-denied-or-rpc-server-unavailable-errors.aspx
http://blogs.technet.com/jhoward/archive/2008/08/07/hyper-v-why-does-hyper-v-manager-not-always-work-over-vpn-connection-access-denied-or-rpc-server-unavailable-errors.aspx

